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Abstract
We present zk-Analytics, a distributed cloud analytics system that

enables publicly verifiable analytics without revealing raw logs or

relying on trusted hardware in analytics providers’ infrastructure.

Today’s cloud analytics are largely self-assertive: providers collect

telemetry, perform aggregation, and report results, leaving external

parties unable to verify correctness without access to sensitive data

or trusted execution environments. zk-Analytics addresses this gap

by augmenting analytics pipelines with lightweight append-only

log commitments and verifiable aggregation and query execution

using zero-knowledge proofs. The system cleanly separates on-

line log commitment from offline, distributed batch aggregation

and query verification, enabling scalability while keeping online

overhead low. We implement zk-Analytics using a zkVM-based

execution environment and evaluate it on real-world and synthetic

workloads, demonstrating that verifiable, privacy-preserving cloud

analytics is feasible for real-world cloud workloads. zk-Analytics is

open-sourced at https://github.com/Froot-NetSys/zk-Analytics.
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1 Introduction
Modern cloud service sectors, ranging from video streaming and

broadband delivery to security-metric reporting, increasingly rely

on cloud-based analytics to demonstrate performance and regu-

latory compliance. These measurements underpin service-level

agreements (SLAs), industry benchmarks, and public accountabil-

ity [6, 10, 16, 33, 93, 102]. However, in today’s landscape, these

analytics remain fundamentally self-asserted: the same provider

pulls the data from sources, aggregates them, and publishes per-

formance reports. This creates a critical “trust gap” where external

stakeholders, such as end users, competing streaming platforms,

or regulatory auditors, lack the technical means to independently
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query and verify the correctness of reported metrics without ac-

cessing proprietary raw logs [28, 75].

A natural response is transparency through disclosure. However,
raw logs often contain proprietary business and user information

(e.g., IPs, cookies, request URLs) and proprietary operational details

(e.g., routing or peering policies), making disclosure incompati-

ble with privacy and confidentiality requirements [44, 80]. Worse,

disclosure does not mean correctness: a provider can selectively sum-

marize or falsify the aggregation of measurements [75]. A line of

hardware-based confidential computing designs, such as Trusted Ex-

ecution Environments (TEEs) [3, 11, 59], can offer runtime integrity,

but TEEs run on the untrusted provider’s own servers: attestation

does not eliminate trust but instead shifts it to the hardware vendor

and its attestation infrastructure (e.g., AWS Nitro [5]), rather than

yielding an independently verifiable proof of correctness. TEEs

also offer limited support for long-term auditability, as attestation

verification depends on vendor-maintained trust infrastructure that

evolves over time [72, 91]. Alternatively, measurements can be per-

formed from the user end (e.g., probe [61] and speed tests [81]),

which provide only indirect visibility and are vulnerable to prefer-

ential treatment or manipulation [18, 75, 81]. In summary, existing

approaches that tackle the transparency problem therefore force an

undesirable trade-off among verifiability, privacy, and deployability.

This paper asks: how can an analytics provider make its
analytics publicly verifiable and privacy-preserving, without
revealing raw logs? Our goal is accountability, not enforcement.

We assume that data sources (e.g., routers or edge devices) correctly

generate and commit logs according to declared measurement se-

mantics. Thereafter, we do not trust the analytics provider. Instead,

we seek guarantees that committed logs cannot be altered, omit-

ted, reordered, or miscomputed, and that reported analytics results

faithfully reflect the committed data.

We present zk-Analytics, a distributed cloud analytics frame-

work that transforms performance claims from self-asserted reports

into cryptographically verifiable statements. zk-Analytics augments

existing analytics pipelines with two complementary mechanisms:

(i) lightweight, tamper-evident cryptographic commitments over

data collection, and (ii) zero-knowledge proofs (ZKPs) [26, 27, 50,

63, 98] that attest to the correct execution of aggregation and query

logic over the committed data. Together, these mechanisms link

reported analytics to an immutable set of authentic logs, while

preserving data confidentiality. As a result, any verifier can in-

dependently validate reported query results, offline and without
trusting the analytics provider, without accessing raw logs or propri-

etary infrastructure. zk-Analytics separates the analytics pipeline

into three stages: online log commitment, offline aggregation, and
offline query verification.

First, telemetry and analytics metrics are collected inside various

data sources (e.g., video streaming servers, network routers, or

devices) and recorded as append-only time-series logs. As logs are
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produced, each data source incrementally commits to them using

a lightweight cryptographic hash chain, binding every new batch

to the entire prior history with constant per-log overhead. The

committed log batches themselves are streamed to the analytics

provider, which organizes them into fixed-size epochs. To make

these commitments non-repudiable and independently checkable,

each data source publishes the resulting commitment digests to a

public, append-only bulletin board (e.g., a transparency log [39, 56,

64, 95]), so that any party, including external verifiers, can later

confirm that a given log batch was committed at a particular point

in time and was not retroactively altered.

Next, in the offline aggregation stage, zk-Analytics executes ver-

ifiable aggregation logic across a number of zero-knowledge proofs

as a distributed system to transform raw logs into structured, query-

ready summaries (e.g., per-key aggregates, histograms, or sketches

for top-k, frequency, and distributed analytics [31, 66, 67, 107]),

while simultaneously producing cryptographic commitments to

each epoch’s aggregated state. Each epoch is linked to the previous

one via an append-only chain, ensuring completeness and prevent-

ing reordering or omission for verification. These epoch chains are

maintained independently by multiple shared-nothing aggregators,

allowing the aggregation stage to scale horizontally while keeping

each chain independently verifiable.

Finally, when a verifier issues a query, the analytics provider

generates a zero-knowledge proof showing that they executed the

query logic over the relevant epochs of data. The verifier can in-

dependently validate this proof offline without accessing raw logs,

intermediate state, or provider infrastructure, obtaining crypto-

graphic assurance that the reported analytics faithfully reflect the

underlying data.

We implement zk-Analytics using the RISC Zero zkVM [27]

and evaluate it on real-world and synthetic datasets. Our evalu-

ation shows that zk-Analytics provides strong verifiability while

remaining feasible for moderate-scale cloud analytics workloads.

For example, aggregating 131K logs with 8 aggregators, proof gen-

eration completes within 1.5 hours for histogram and sum-per-key

aggregations, and within 4 hours for Count-Min Sketch aggrega-

tion. Both aggregation and query proof verification take less than

100ms. Query execution on a single machine varies with queried

data size; querying 131K aggregated logs completes in under 25

minutes for aggregation with sum-per-key, histogram-per-key, and

Count-Min Sketch. These results demonstrate the feasibility of gen-

eral verifiable, privacy-preserving analytics and provide a concrete

step toward practical deployment. In summary, this paper makes

the following contributions:

•We identify a fundamental lack of general, externally verifi-

able correctness guarantees in today’s cloud analytics providers,

and formulate verifiable analytics under an untrusted analytics
provider.

•We design zk-Analytics, an end-to-end distributed framework

for verifiable, privacy-preserving cloud analytics, combining

append-only time-series log commitments and zero-knowledge

proofs, with a scalable separation of online commitment from

offline distributed aggregation and query verification.

•We implement and evaluate zk-Analytics using a zkVM-based

proof system on real-world and synthetic workloads, showing

that general verifiable analytics can be realized for moderate-

scale cloud workloads.

2 Threat Model and Motivation
In this section, we discuss our threat model along with motivating

use cases. We then explore existing solutions and their limitations.

2.1 Threat Model
Parties.We consider three types of parties: (1) Data sources, such
as routers or edge devices, who generate raw logs within their

infrastructure. (2) Analytics providers, such as video analytics

platforms, who collect raw logs and commitments from data sources,

aggregate logs into batches, and execute queries. (3) Verifiers,
such as regulators, customers, or peer providers, who seek credible

evidence for analytics results (e.g., performance or compliance

claims) without having direct access to raw logs, analytics provider

internals, or provider-controlled infrastructure.

Adversary model. The analytics provider is the primary adver-

sary and may attempt to misreport analytics results by fabricating,

omitting, or reordering generated log records, or by manipulat-

ing aggregation and query execution to produce incorrect results

that falsely appear compliant with performance or resource usage

claims. We assume data sources are trusted to correctly deploy and

operate log collection and instrumentation once in place, relying

on standard, widely deployed mechanisms such as NetFlow on

network devices [12, 33] or systemd-based logging [100] in cloud

operating systems. Verifiers, however, do not trust analytics results

in the absence of cryptographic evidence. We further assume the se-

curity of standard cryptographic primitives, such as hash functions

or zk-SNARK systems [22, 27, 63, 89], meaning that the adversary

cannot violate the hiding/binding of commitments or forge valid

cryptographic proofs.

Security goals. zk-Analytics is designed to detect misreporting
by analytics providers, who we assume have access to raw logs.

To ensure end-to-end verifiability of analytics results, the system

must satisfy three properties: (1) Input integrity: raw logs cannot

be manipulated or dropped after being generated by data sources.

(2) Confidentiality: raw logs and intermediate computational states

(e.g., full keys with private identifiers or individual values) must

not be revealed to verifiers due to privacy concerns of sensitive

data. The required level of privacy varies across use cases and is

defined by the party generating the data. zk-Analytics should pro-

tect sensitive information processed by the analytics provider, such

as user-identifying information (e.g., IP addresses, cookies, and

request URLs), proprietary operational details (e.g., routing topolo-

gies and peering policies), and raw log data from being disclosed to

verifiers. (3) Computational integrity: the query results produced

by the system must be correctly computed over the correct set of

raw original logs.

Security-non-goals. For zk-Analytics, our goal is to allow verifi-

cation of existing queries in deployed systems without exposing

the underlying logs to the verifier. As such, the provider remains

a trusted viewer of the analytics data. Similarly, the data source

is trusted to accurately produce and commit to accurate logs at

recording time. Privacy in zk-Analytics refers to hiding raw logs
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and intermediate analytics state from verifiers; it does not guaran-

tee that query outputs themselves reveal no information. Similar

to other zero-knowledge systems [65], information may still be

inferred from the public outputs of approved queries.

2.2 Motivating Scenarios
With our threat model, we summarize three motivating scenarios,

as illustrated in Figure 1.

Video streaming performance comparison. Video streaming

services (e.g., Netflix, Hulu, and Disney+) commonly rely on third-

party analytics providers to monitor and analyze user quality of

experience metrics (QoE), such as bitrate, resolution, startup la-

tency, and rebuffering [60]. By aggregating measurements across

many providers worldwide, these providers (e.g., Conviva [36]) can

offer industry-wide insights and enable cross-provider performance

comparisons. Some examples of relevant queries for this application

are “Do a provider’s QoE metrics (e.g., startup latency or rebuffering
ratio) rank among the global top two?”, or “Does Provider A outper-
form Provider B during a specific time period?”. However, to protect

proprietary metrics and sensitive business information, analytics

providers must not reveal the identities of participating providers

or disclose individual customers’ raw QoE data. At the same time,

given the for-profit nature and growing influence of these platforms,

it is important to independently verify the correctness and fairness

of the insights they provide.

Verifiable broadband performance. Regulatory frameworks can

require Internet Service Providers (ISPs) to measure and report

network accessibility and performance metrics in order to demon-

strate compliance with connectivity and quality-of-service require-

ments [68]. Prior work shows that ISPs can self-report Internet

access levels comparable to those in urban regions while delivering

substantially lower performance in practice [1, 68]. In this setting,

end users control their traffic, whereas ISPs control the underly-

ing network infrastructure; neither party is willing to disclose raw

packet traces or internal network state to auditors or the public due

to privacy and proprietary concerns. Meanwhile, auditors require

trustworthy evidence of Internet connectivity and performance,

such as achievable bandwidth, to ensure that reported analytics

are not falsified and that ISPs comply with regulatory obligations.

An example of a relevant query for this application is “Does the
achieved throughput in a given rural area meet the reported perfor-
mance claims?”.

Verifiable securitymetric reporting.Managed security providers

(e.g., CrowdStrike [43], Arctic Wolf [15]) monitor their customers’

networks and endpoints and report aggregate security metrics,

such as the number of connections to known malicious destina-

tions, or daily counts of critical detections [14, 40]. Such metrics

are computed by applying a detection criterion, e.g., matching traf-

fic against a public threat-intelligence blocklist, to timestamped

telemetry such as network-flow and connection records generated

within the customer’s infrastructure (e.g., banks, hospitals). These

reports serve as evidence in compliance audits [35, 84] and inform

cyber-insurance underwriting [34, 88]. Here, the customer’s net-

work instrumentation (e.g., DNS and HTTP metrics) is the data

source, the managed security provider is the analytics provider, and

an auditor, regulator, or insurer is the verifier. The raw connection

Analytics Providers

Verifier/Auditor

Queries
Data Collection

Data sources

Netflix/Hulu/
Disney+

Analytics Providers such 
as Conviva

Queries Other video streaming 
providers, industry benchmarks

Routers with 
NetFlow/sFlow ISPs

Queries Government, peer ISPs, 
broadband users

Security Analytics
Providers such as

CrowdStrike, Arctic Wolf

Queries

Trusted Untrusted

Compliance auditors, cyber-
insurance providers

Network 
telemetry, e.g., 
DNS and HTTP 

metrics

Figure 1: Overview of threat model with motivating use cases: data
sources, an analytics provider, and an external verifier. Raw logs
remain within the data sources and analytics provider, while only
derived and verifiable query results are shared externally.

records cannot be disclosed, as they would expose hostnames, user

identities, or internal network structure; yet the verifier requires

trustworthy evidence that a reported metric is faithfully computed

over the actual telemetry rather than fabricated. An example query

is “Over the reporting period, how many outbound connections from
hosts in subnet S matched a specified threat intelligence indicator
set?”.

Summary. Across video streaming analytics, broadband perfor-

mance reporting, and security metric reporting, we observe a com-
mon analytics structure and trust gap. In each setting, raw data is

generated by trusted data sources and transmitted to an analytics

provider for aggregation and analysis. External verifiers lack the

technical means to verify that these reports were computed cor-

rectly from complete and authentic data. These scenarios motivate

the need for an end-to-end analytics framework that enables veri-

fiable correctness of analytics results without revealing raw data.

Such a system must ensure that reported analytics are faithfully de-

rived from complete committed data and that queries are executed

correctly, while keeping raw logs and intermediate analytics state

hidden from verifiers.

2.3 Existing Solutions and Limitations
Despite extensive efforts in cloud analytics [41, 57, 96], verifiable
and privacy-preserving analytics remain limited. We explore two

existing approaches and their limitations

Confidential computing. Confidential computing approaches

rely on trusted hardware (often TEEs [3, 11, 59]) to protect data

aggregation and query execution [30, 32, 106]. In our setting, where

data sources are trusted but the analytics provider is not, a TEE

would run on the provider’s own aggregation and query servers.

This does not eliminate trust but instead shifts it to the hardware

vendor’s attestation root and the platform-managed attestation

infrastructure (e.g., AWS Nitro [5]). Since the analytics provider

operates on top of this infrastructure, verifying aggregation via

attestation requires trusting the underlying platform and its attesta-

tion mechanisms rather than obtaining an independently verifiable

proof of correctness. Confidential computing also offers limited

support for long-term auditability: attestation verification relies

on vendor collateral (certificates, TCB version and revocation data,
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sometimes a live attestation service) that evolves over time, so pre-

viously valid attestations may stop verifying as hardware is patched

or decommissioned [72, 91]. Finally, TEEs remain vulnerable to a

range of microarchitectural and side-channel attacks that can leak

enclave secrets or undermine their integrity guarantees [76, 101].

Verifiability at the cost of privacy. Verifiability can be achieved

by disclosing digested logs and application code to auditors [75,

80, 105, 106]. While such disclosure enables verification, it comes

at the cost of privacy and confidentiality. Cloud analytics data

often includes detailed application and system metrics that can

reveal sensitive business information, workload behavior, or inter-

nal system configurations, limiting adoption in commercial cloud

environments [80]. Consequently, verifiability-through-disclosure

conflates verifiability with data exposure and remains incompatible

with privacy requirements.

3 Cryptographic Background
In this paper, we explore a novel architecture using zero-knowl-

edge proofs to achieve verifiable, privacy-preserving cloud analyt-

ics. Zero-knowledge proofs [54] are cryptographic protocols that

allow a prover to convince a verifier of the correctness of a com-

putation without revealing the underlying data. In this paper, we

work with zk-SNARKs (zero-knowledge Succinct Non-interactive

ARgument of Knowledge) [23, 52, 74], which are a variant of zero-

knowledge proofs with the additional properties that the proofs are

succinct and do not require interaction to verify. As is common in

the applied cryptography literature [29, 58, 90], we use these terms

interchangeably, though this is somewhat colloquial. A zk-SNARK

allows a prover to convince a verifier that, given a function 𝐹 (𝑥,𝑤)
(represented by an arithmetic circuit), with input 𝑥 public and in-

put 𝑤 private to the verifier, that the verifier knows 𝑤 such that

𝐹 (𝑥,𝑤) = 𝑦 for a public output 𝑦. We sketch this in Figure 2. The

function 𝐹 is parameterized by a set of public inputs 𝑥 , which are

known to the verifier and may include public data, commitments,

or metadata required for verification, and a private input 𝑤 (the

witness), which contains secret inputs or state known only to the

prover. The prover generates a proof, typically denoted 𝜋 , attesting

that there exists a witness 𝑤 such that the circuit evaluates to 𝑦,

without revealing𝑤 itself.

Below, we describe how various properties of zk-SNARKs are

useful for zk-Analytics’ security/efficiency properties. We defer for-

mal definitions of zk-SNARKs and their properties to Appendix A.

zk-SNARKs give zk-Analytics three essential properties: public ver-

ifiability, succinct verification, and privacy-preserving verification.

Public verifiability and auditability. zk-SNARKs are non-inter-
active and, by definition, publicly verifiable. This means that any-

body can verify a zk-SNARK proof without interacting with the

prover. In the context of cloud telemetry, verification does not re-

quire access to the prover’s execution environment and can be

performed offline, enabling long-term auditability of computation

results. These computation results can be archived and re-verified

at any point in the future without relying on the availability of the

original execution environment.

Function F
Claimed output y
Public input x
Private input w

Prover Verifier

Function F
Claimed output y
Public input x

Proof 𝜋

I know w s.t. y=F(x, w)

Figure 2: Outline of a zk-SNARK.

Privacy-preserving verification. Beyond being publicly veri-

fiable, zk-SNARKs are also zero-knowledge. The verifier of a zk-

SNARK can verify a proof while learning no information about the

private witness𝑤 for 𝐹 . Raw cloud metrics and logs often contain

sensitive information, such as IP addresses, traffic patterns, or in-

frastructure identifiers. In the context of zero-knowledge proofs

about cloud telemetry, these sensitive values would be contained in

the private witness, and verifiers would learn nothing about these

values from verifying proofs about computations on these values.

When combined with cryptographic commitments (described be-

low) in our system, zk-SNARKs can be used to show that a given

set of logs was processed while keeping the values of the logs

themselves private.

Succinct verification. zk-SNARKs are succinct. This means that

proofs 𝜋 are short (sublinear) in the size of the computations they

prove, and take time sublinear in the size of the computation they

prove to verify. In the context of our system, this means that the

validity of a query on a database can be verified substantially faster

than computing it. Concrete verification times for zk-SNARKs are

generally hundreds of milliseconds or less. This allows for verifiers

without large computational resources to verify queries over large

data sets.

zkVMs. There has been a great deal of recent work making zk-

SNARKs more efficient and scalable [21, 27, 63, 89]. One recent line

of work is in building zero-knowledge Virtual Machines (zkVMs),

such as RISC Zero [27] or Jolt [17]. These enable correctness proofs

for arbitrary programs written in traditional high-level program-

ming languages like Rust by encoding a CPU architecture in the

arithmetic circuits for a zk-SNARK. These provide a better devel-

oper experience and simplify integration with existing systems.

Our prior work [12], also based on zkVMs, has demonstrated the

potential of zero-knowledge proofs for verifiable network teleme-

try. zkVMs have some practical advantages over more traditional

circuit-based approaches to zero-knowledge proofs. They more

naturally support computations with variable length inputs, and

can distribute computations over multiple provers more naturally.

Both of these properties more naturally lend zkVMs to runtime

auto-scaling.

Commitments.Wemake use of cryptographic commitment schemes

in this work. A commitment scheme is a primitive that allows a

party to commit to a value, producing a commitment. Later, the user
can open the commitment and demonstrate that they committed to

some value. A secure commitment scheme is hiding, meaning that

it reveals nothing about the underlying value, and binding, meaning
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that users can only successfully open a commitment to the value

they actually committed to. Commitments are often instantiated by

cryptographically hashing the committed value concatenated with

a random value [24]. We give a formal definition in Appendix A.

4 System Overview
4.1 Design Challenges and Key Insights
In designing zk-Analytics, we must balance three key requirements:

verifiability, privacy, and scalability.

Challenge 1: Verifiable analyticswithout trusting the provider
or sacrificing privacy. Enabling third-party verification of analyt-

ics results traditionally requires access to raw logs or trusted exe-

cution environments inside the analytics provider. Disclosing raw

logs leaks sensitive and proprietary information, while a TEE-based

approach does not remove trust but relocates it to the provider’s

own hardware and platform-managed attestation infrastructure.

Consequently, existing approaches struggle to provide strong cor-

rectness guarantees without either trusting the analytics provider

or compromising data privacy.

Key Idea. zk-Analytics leverages recent advances in zk-SNARKs

to enable verifiable analytics over private logs. By combining cryp-

tographic commitments with zero-knowledge proofs of correct

aggregation and query execution, zk-Analytics allows verifiers to

validate results via a query interface without accessing raw logs or

trusting provider-controlled infrastructure.

Challenge 2: Scalable verifiable aggregation.With ZKPs, our

cloud analytics pipeline consists of three stages: continuous on-

line log collection from distributed data sources at high volume,

followed by aggregation and query analytics that can be executed

offline for auditing and reporting. While online log collection must

remain lightweight to avoid disrupting performance-critical work-

flows, the primary computational bottleneck arises in the aggre-

gation stage, as observed in our position paper [12], where large

volumes of distributed and unordered logs must be organized into

per-key time-series state or summarized into structured data repre-

sentations (e.g., hash table of time series key-value pairs). Adding

verifiability here can substantially increase overhead if it is not

carefully designed.

Key Idea. zk-Analytics decouples lightweight online commit-

ment from expensive offline aggregation and query computation,

and targets scalability at the aggregation layer. Raw logs are treated

as append-only time series and committed at data sources using

lightweight hash chains [92], which naturally match sequential

log streams and are cheaper than tree-based commitments such as

Merkle trees [73]; this substitution is sound because membership

proofs are not required at the data-source stage. Committed logs are

then stored internally and processed by a distributed batch aggrega-
tion stage that parallelizes the costly task of organizing unordered

log streams into per-key time-series stores or compact summaries

(e.g., histograms and sketches). Keeping commitment lightweight

and deferring aggregation offline bounds online overhead, while

distributing aggregation across machines addresses the dominant

computation cost in verifiable analytics pipelines.

Challenge 3: Supporting a diverse set of analytical queries
with lowoverhead.Analytics providersmust support a wide range

Data Source 1 Data Source 2 Data Source N…

Batch
Aggregator 1

Batch
Aggregator 2

Batch Aggregator M

 

Verifier

Database of
epochs

Query Engine

Analytics 
Provider

ZKZK

• Verify hash chain
• Buffer raw logs
• Batch aggregate logs into 

epochs

Merge epochs and 
compute query

ZK

ZK

④ Offline query proof generation

① Online Commitment

③ Offline Batch Aggregation

② Log Dispatching with Kafka

…

Figure 3: System overview of zk-Analytics.

of queries over raw data, including simple aggregations, per-key sta-

tistics, distributional metrics, and heavy-hitter detection. However,

directly proving arbitrary queries over raw logs is computationally

expensive and does not scale to high-volume workloads.

Key Idea. zk-Analytics supports diverse analytical queries by
organizing aggregated data into multiple summary representations

tailored to different query classes. Specifically, zk-Analytics sup-

ports queries over raw logs for fine-grained analysis, histogram-

based summaries for distribution and percentile queries, and Count-

Min Sketches for frequency estimation and Top-𝐾 queries. By se-

lecting appropriate summary structures during aggregation, zk-

Analytics enables efficient and scalable verification of a broad range

of analytics queries without sacrificing verifiability or performance.

4.2 zk-Analytics Workflow
zk-Analytics is an end-to-end distributed verifiable analytics frame-

work that enables trustworthy analytics without exposing raw logs.

As illustrated in Figure 3, the system consists of three logically

separated stages: online commitment, offline distributed batch aggre-
gation, and offline query and verification. Data sources are trusted to
generate raw logs correctly, while the analytics provider, including

log transmission, aggregation, and query execution, is not trusted

and must provide cryptographic evidence of correctness.

1○Online commitment. Log collection occurs inside data sources

(e.g., video streaming services, ISPs) using system monitors or

application-level instrumentation defined by providers. Each log

entry is a time series key value pair, defined as 𝑙 = (𝑡𝑠, key =

(𝑘1, . . . , 𝑘𝑛), value), where the key encodes 𝑛 dimension identifiers

(e.g., client location, OS version, bitrate metric for video streaming

use case) and the value is a numerical measurement. For example,

𝑙 = (𝑡𝑠, (US-West, bitrate), 4800) records a 4800 kbps bitrate

from a US-West client. The data source records raw log entries and

treats them as an append-only time series, committing to each log

batch at recording time using a lightweight hash chain [92] that
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links it to the previous batch. Optionally, per-batch zero-knowledge

proofs can be generated to attest to correct local preprocessing

(e.g., filtering [83]). The outputs of this stage consist of raw log

batches and their corresponding hash-chain commitments. Each

data source also periodically publishes hash chain checkpoints to a

public transparency log [39, 64].

2○ Log dispatching. Committed log batches are transmitted to

the analytics provider via a reliable dispatcher, such as Apache

Kafka [13]. The dispatcher partitions committed logs based on data

source or key, ensuring that all log batches belonging to the same

source are consistently routed to the same aggregator. This guar-

antees ordered delivery of commitments while enabling scalable,

parallel processing across multiple aggregators.

3○ Offline distributed batch aggregation. The batch aggrega-

tion stage runs on multiple analytics-platform–controlled servers

and is decoupled from online commitment. Each aggregator first

buffers incoming log batches and their associated hash-chain com-

mitments in a local persistent database, such as a key-value store.

Aggregators continuously accumulate recent log batches until a

configured threshold is reached, at which point the buffered logs

form a fixed-length epoch. Once an epoch is formed, the corre-

sponding logs and commitments are fetched from the local data-

base and provided as input to a zk-SNARK for aggregation. The

zk-SNARK verifies commitment integrity and computes organized

and summarized data structures required by supported queries,

such as key-value hash table for time series, per-key aggregates,

histograms, or sketches. By distributing aggregation across multi-

ple machines, zk-Analytics parallelizes the most computationally

expensive stage of the analytics pipeline while ensuring verifiable

execution. Raw logs and intermediate aggregation state remain

confined to analytics-platform–controlled infrastructure and are

never exposed externally. Each aggregator likewise publishes epoch

chain checkpoints to a public transparency log, committing to a

single, non-equivocating epoch history.

4○ Offline query and verification. Queries are executed by a

query engine running on analytics-platform-controlled servers that

are logically separated from data sources. Given an analytics query

(e.g., compliance checks or usage summaries), the query engine

operates over epoch-level aggregation results and executes the

query logic inside a zk-SNARK to generate a cryptographic proof

attesting to the correctness of the reported result with respect

to the committed logs. Each query returns both the query result

and a succinct proof, which verifiers can independently validate

without accessing raw log entries, internal databases, or analytics-

platform-controlled infrastructure. Validation anchors the epoch

hash chain and per-source boundaries to the public transparency

logs, extending the trust chain from the query result back to the

logs each data source committed to.

5 Detailed Design
This section presents the design of zk-Analytics, focusing on how

the system achieves verifiable online commitment, scalable offline

distributed aggregation, and verifiable query execution, while pre-

serving the privacy of raw logs and intermediate states.

Algorithm 1 Log Commitment (data source)

Input: source id 𝑠; streaming log entries {𝑙 𝑗 } 𝑗≥1, 𝑙 𝑗 =

(𝑡𝑠 𝑗 , 𝑘𝑒𝑦 𝑗 , 𝑣𝑎𝑙𝑢𝑒 𝑗 ); initial chain hash ℎ0 (per source); log batch

size 𝐵, publication interval 𝑃 , transparency log TLog𝑠
Output: per-batch tuples 𝐵seq = (𝑠, seq, logs, ℎseq) sent to dis-

patcher

1: logs← [ ]; seq← 0

2: for 𝑗 ← 1, 2, 3, . . . do
3: logs.append(𝑙 𝑗 )
4: if |logs| ≥ 𝐵 then
5: seq← seq + 1
6: ℎseq ← CommitHash(ℎseq−1, logs)
7: Send batch 𝐵seq = (𝑠, seq, logs, ℎseq) to dispatcher

8: logs← [ ]
9: if seq mod 𝑃 = 0 then
10: Publish checkpoint (seq, ℎseq) to TLog𝑠

5.1 Online Verifiable Commitment
In zk-Analytics, data sources commit to logs as they are produced.

The ultimate goal of these commitments is allowing verifiable

queries over the logs. While the rest of these steps in the zk-

Analytics pipeline are handled offline by other parties, commit-

mentsmust be lightweight since data sources are often performance-

critical and resource constrained.

Append-only log streams. To minimize overhead, zk-Analytics

models logs as append-only time series of key-value pairs, where

keys may come from a large range and be multi-dimensional. Each

log record is represented as (𝑡𝑠, 𝑘𝑒𝑦, 𝑣𝑎𝑙𝑢𝑒) [6], where 𝑡𝑠 denotes
the timestamp, 𝑘𝑒𝑦 identifies the log series (e.g., host identifier,

flow ID, or metric name), and 𝑣𝑎𝑙𝑢𝑒 is the recorded measurement.

Data sources emit raw logs and hash commitments as they are

generated. Deferring aggregation to later stages ensures that online

commitment remains lightweight and scalable.

Tamper-evident log commitments via hash chains. Because
logs arrive as an ordered stream, zk-Analytics commits to log

records using a hash-chain construction [92]. For each batch of

logs, the data source updates a running commitment that binds

the entire prefix of the log stream. Hash chains incur constant

per-log computation and require only constant-size state, making

them well suited for continuous, high-volume log streams. Once

committed, log records cannot be reordered, removed, or modified

without detection. Algorithm 1 illustrates the online commitment

process executed at each data source. As log entries arrive, the

source buffers consecutive log entries into fixed-size batches. When

a batch reaches the configured size, the data source computes a new

hash-chain value by hashing the previous chain value together with

the buffered log entries, and emits the batch along with its com-

mitment to a downstream dispatcher. By verifying the continuity

of the hash chain, downstream aggregators can validate the in-

tegrity, ordering, and completeness of log entries produced by each

data source. Periodically, each data source publishes hash-chain

checkpoints to a public transparency log [39, 64] (e.g., Trillian [56]).
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Algorithm 2 Epoch batch aggregation (single aggregator)

Input: batches {𝐵𝑖 = (𝑠𝑖 , seq𝑖 , logs𝑖 , ℎ𝑖 )}𝑖≥1 from dispatcher; epoch

threshold 𝑁 ; prev. epoch tip ℎ𝐸𝑡−1; per-source incoming epoch

boundary inTip[·]; epoch publication interval 𝑃𝐸
Output: E𝑡 = (𝑡, ℎ𝐸𝑡−1, ℎ𝐸𝑡 , 𝑐𝐸𝑡 ,

{(𝑠, inTip[𝑠], outTip[𝑠])}𝑠∈S𝑡 , state𝑡 , 𝑟𝑡 , 𝜋𝑡 )
1: buf ← [ ]; lastFlush← now()
2: for each incoming 𝐵𝑖 do
3: buf.append(𝐵𝑖 )
4: if |buf | ≥ 𝑁 then

— Beginning of zk-SNARK Circuit —
public input 𝑥𝑡 = (ℎ𝐸

𝑡−1, {inTip[𝑠 ] }𝑠∈S𝑡 ) ; witness 𝑤𝑡 = (buf, 𝑟𝑡 ) ; public

output out𝑡 = (ℎ𝐸𝑡 , 𝑐𝐸𝑡 , {outTip[𝑠 ] }𝑠∈S𝑡 )
5: for all source 𝑠 ∈ S𝑡 with batches in buf do
6: acc ← inTip[𝑠]
7: for all (𝑠𝑖 , seq𝑖 , logs𝑖 , ℎ𝑖 ) of 𝑠 in buf, in seq order do
8: acc ← CommitHash(acc, logs𝑖 )
9: assert acc = ℎ𝑖
10: outTip[𝑠] ← acc
11: state𝑡 ← AggregateFunc(buf)
12: 𝑟𝑡

$←− {0, 1}𝜆 ⊲ commitment randomness

13: 𝑐𝐸𝑡 ← Commit(state𝑡 ; 𝑟𝑡 )
14: ℎ𝐸𝑡 ← CommitHash(TAG_EPOCH ∥ ℎ𝐸𝑡−1 ∥ 𝑐𝐸𝑡 )

— End of zk-SNARK Circuit —
15: 𝜋𝑡 ← Prove(𝑥𝑡 ; 𝑤𝑡 ); EpochDB.put(E𝑡 )
16: if 𝑡 mod 𝑃𝐸 = 0 then publish epoch checkpoint (𝑡, ℎ𝐸𝑡 )

to transparency log TLog𝐸

17: inTip[𝑠] ← outTip[𝑠] ∀𝑠 ∈ S𝑡
18: buf ← [ ]; ℎ𝐸𝑡−1 ← ℎ𝐸𝑡 ; 𝑡 ← 𝑡 + 1

5.2 Distributed Verifiable Aggregation
zk-Analytics introduces distributed batch aggregation as an inter-

mediate layer of computation between data sources and the verifi-

able query engine. Aggregators transform raw logs into committed

epoch states that are later used by the query engine. Since aggrega-

tion is the dominant offline cost in the pipeline, zk-Analytics scales

this layer horizontally across independent aggregators.

Dispatcher and log partitioning. Committed log batches emit-

ted by data sources are transmitted to the analytics provider via a

reliable dispatcher (e.g., Apache Kafka [13]). The dispatcher par-

titions logs by source ID or key ID and routes each partition to a

specific aggregator in a share-nothing architecture, ensuring that

each aggregator processes a disjoint subset of logs. Reliable delivery

is critical: hash-chain verification at aggregators requires that every

committed log batch be delivered once and only once. In practice,

common dispatchers may provide at-least-once delivery semantics;

therefore, each aggregator buffers received log batches in a local

persistent store and performs deduplication before aggregation to

ensure consistency with the data-source hash-chain commitments.

If log delivery were incomplete or reordered, hash-chain verifica-

tion would fail, preventing verifiers from validating downstream

analytics results.

Distributed aggregation and epoch formation. Each aggregator
operates independently and maintains no shared state with others.

It buffers verified log batches in a local persistent database (e.g., a

key-value store) and organizes them into fixed-size epochs once a

configurable size threshold or timeout is reached, at which point

it executes a verifiable aggregation procedure inside a zk-SNARK,

as shown in Algorithm 2.
1
Within this procedure, the aggregator

verifies data-source hash-chain continuity for each source over the

buffered batches, aggregates the logs into an epoch state, derives a

hiding commitment to that state, and links the epoch to the previous

one through an append-only hash chain it maintains over epoch

commitments. The resulting epoch is persisted to the provider’s

database, and the aggregator publishes, for each epoch, its pub-

lic outputs: (i) the per-source incoming and outgoing hash-chain

boundaries of the logs it has processed, (ii) the aggregator’s epoch

hash-chain values, and (iii) the hiding commitment to the epoch’s

aggregated state, together with a proof attesting that the epoch

state is the correct aggregation of those logs and that the per-source

boundaries are consistent with the source-committed batches. Peri-

odically, each aggregator also publishes epoch hash-chain check-

points (𝑡, ℎ𝐸𝑡 ) to a public epoch transparency log TLog𝐸 [39, 64],

enabling verifiers to confirm that the analytics provider commits

to a single, non-equivocating epoch history. This design enables

independent verification of per-source log continuity and order-

ing at each aggregator, with completeness anchored to the data

sources’ transparency logs, as well as per-aggregator epoch-chain

integrity across distributed shared-nothing aggregators. Raw logs

and intermediate aggregation state remain confined to the analytics

provider’s infrastructure and are never exposed externally; veri-

fiers observe only the public commitments and hash-chain values

needed for verification.

Aggregation state and queries. zk-Analytics exposes the aggrega-
tion data structure as a configurable choice, ranging from raw-log

processing to per-series summaries and compact sketches, trading

off the supported query statistics against performance. For statisti-

cal queries, it supports single statistics such as sums, averages, min,

and max, exponential histograms [82] based on log
2
bucketing for

quantile and distribution queries, and Count-Min Sketches [31, 37]

for frequency and Top-K estimation.

Handling elasticity. Our implemented system achieves horizon-

tal scaling via sharding, where data sources are assigned to fixed

shards. Skewed workloads can limit parallelism when a few sources

dominate the input stream. zk-Analytics can be extended to sup-

port dynamic resharding, reassigning data-source ownership across

aggregators at epoch boundaries. Since each aggregator persists

a chain-tip commitment at every epoch’s end, a newly assigned

aggregator can resume from the latest committed tip. This pre-

serves integrity: the new aggregator must continue from the exact

committed tip, and the linkage is verified during proof generation,

preventing divergence or omission of previously committed logs.

5.3 Offline Verifiable Query Engine
zk-Analytics exposes an offline verifiable query service to external

verifiers through a standard HTTP interface. Verifiers submit ana-

lytics queries to the query engine, which returns both the query

1
Note: When we use the notation

$←−, we mean that the prover samples 𝑟𝑡 out of circuit.
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Algorithm 3 Verifiable query (query engine)

Input: query function 𝑞, query window𝑊 , EpochDB

Output: (out, 𝜋)
1: (ℎ𝐸

0
,{(ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
)}𝑛

𝑘=1
, {(state𝑘 , 𝑟𝑘 )}𝑛𝑘=1) ← LoadEpochs(𝑊 ) ⊲

host: fetch and unpack epochs

— Beginning of zk-SNARK Circuit —
Let the epochs in𝑊 = [𝑠𝑡𝑎𝑟𝑡, 𝑒𝑛𝑑 ] be renumbered as 𝑘 = 1, . . . , 𝑛, where

ℎ𝐸
1
= ℎ𝐸start , ℎ

𝐸
𝑛 = ℎ𝐸end , and ℎ

𝐸
0
is the tip of the epoch preceding 𝑠𝑡𝑎𝑟𝑡 .

public input 𝑥 = (ℎ𝐸
0
, { (ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
) }𝑛

𝑘=1
) ; witness𝑤 = { (state𝑘 , 𝑟𝑘 ) }𝑛𝑘=1 ; public

output out = (ℎ𝐸start, ℎ𝐸end, 𝑎𝑛𝑠 )
2: for 𝑘 = 1, . . . , 𝑛 do
3: ℎ′𝐸

𝑘
← CommitHash(TAG_EPOCH ∥ ℎ𝐸

𝑘−1 ∥ 𝑐
𝐸
𝑘
)

4: assert ℎ′𝐸
𝑘

= ℎ𝐸
𝑘

⊲ verify epoch hash and chain linkage

5: 𝑐′ ← Commit(state𝑘 ; 𝑟𝑘 )
6: assert 𝑐′ = 𝑐𝐸

𝑘
⊲ verify epoch commitment

7: merged← Merge({state𝑘 }); 𝑎𝑛𝑠 ← 𝑞(merged)
8: out ← (ℎ𝐸start, ℎ𝐸end, 𝑎𝑛𝑠)

— End of zk-SNARK Circuit —
9: 𝜋 ← Prove(𝑥 ; 𝑤)
10: return (out, 𝜋)

result and a succinct cryptographic proof attesting to the correct-

ness of the query computation, as shown in Algorithm 3. Upon

receiving a query, the query engine retrieves the relevant per-epoch

aggregation states, their commitment openings, and associated

chain metadata for the specified query window from the analytics

provider’s internal persistent storage. The query is then executed

entirely inside a zk-SNARK (in our system a zkVM guest program),

which ensures that all verification and computation steps are per-

formed deterministically and are fully auditable. The guest program

first verifies aggregation integrity by checking the per-aggregator

epoch hash chain. Specifically, it recomputes each epoch hash, vali-

dates hash-chain continuity, and verifies an opening for each epoch

state commitment for the witnessed state. This process guarantees

that the retrieved epoch states are authentic and consistent up to

the query end time. After successful hash-chain verification, the

guest program merges the verified per-epoch payloads into a single

summary data structure according to the configured aggregation

mode and query types. It then applies the specified query function

over this merged state to compute the query result. Along with the

result, the zk-SNARK program outputs the window’s start and end

epoch hash chain values, binding the answer to the verified aggre-

gation state; the prover then produces the proof, which any verifier

can validate to obtain assurance of both aggregation integrity and

correct query execution.

5.4 Access Control and Allowed Queries
Not any query should be allowed in zk-Analytics due to data leak-

age considerations. While zk-Analytics provides cryptographic in-

tegrity and correctness guarantees via zero-knowledge proofs, it

does not provide access control. A zero-knowledge proof alone does

not prevent a query from intentionally or unintentionally encoding

sensitive information into its public output. For example, a query

Algorithm 4 Proof verification (verifier)

Input: window 𝑊 = [𝑠𝑡𝑎𝑟𝑡, 𝑒𝑛𝑑]; result (out, 𝜋)
with anchor ℎ𝐸

0
; per-epoch public data

{(ℎ𝐸
𝑘
, 𝑐𝐸

𝑘
, {(𝑠, inTip𝑘 [𝑠], outTip𝑘 [𝑠])}𝑠 , 𝜋𝑘 )}; logs TLog𝐸 ,

{TLog𝑠 }
Output: accept / reject

1: fetch latest (𝑡𝑐 , ℎ𝐸𝑡𝑐 ) ∈ TLog
𝐸
with 𝑡𝑐 ≤ 𝑠𝑡𝑎𝑟𝑡 ; 𝑔← ℎ𝐸𝑡𝑐

2: for 𝑗 = 𝑡𝑐+1, . . . , 𝑠𝑡𝑎𝑟𝑡−1 do
3: 𝑔← CommitHash(TAG_EPOCH ∥ 𝑔 ∥ 𝑐𝐸𝑗 )
4: assert 𝑔 = ℎ𝐸𝑗

5: assert 𝑔 = ℎ𝐸
0

⊲ ℎ𝐸
0
descends from the checkpoint

6: for all window epoch 𝑘 , 𝑡𝑘 ∈ [𝑠𝑡𝑎𝑟𝑡, 𝑒𝑛𝑑] do
7: assert VerifyEpoch(𝜋𝑘 )
8: for all source 𝑠 in𝑊 do
9: assert outTip𝑘 [𝑠] = inTip𝑘+1 [𝑠] across 𝑠’s window epochs

10: assert 𝑠’s first inTip and last outTip in𝑊 ∈ TLog𝑠 ⊲

anchor to source checkpoints

11: assert Verify(𝜋, 𝑥=(ℎ𝐸
0
, {(ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
)}𝑛

𝑘=1
), out) ⊲ window chain,

commitments, query

12: return accept

such as “Does flow 𝐴 exist in the ISP?” would directly reveal sen-

sitive flow-level information. Such queries should be rejected or

sanitized prior to execution.

Queries in zk-Analytics can be regulated using a combination

of static and dynamic checks. Under a simple allowlist approach,

the system publishes a set of pre-approved query functions whose

privacy properties have been manually audited. While secure, this

restricts the system to a fixed set of pre-vetted queries. To support

dynamic queries, the system can enforce run-time checks, e.g.,

a blocklist mechanism that detects and rejects query functions

exhibiting known leakage patterns, following prior work on privacy

enforcement [19, 53, 86, 103, 104]. Regardless of the approach, the

overhead of access control is largely orthogonal to the overhead of

producing the zero-knowledge proof, since checking if the query is

allowed is independent of proving its correctness.
2

5.5 Verifier
The query proof 𝜋 alone attests only that the answer was com-

puted correctly over a set of epoch commitments forming a valid

epoch hash chain; it does not establish that those epochs faith-

fully reflect the sources’ logs, nor that the provider committed to

a single epoch history. zk-Analytics’s verification therefore adds

checks over two transparency logs: the per-source logs {TLog𝑠 }
for data authenticity, and the aggregator epoch log TLog𝐸 for non-
equivocation (Algorithm 4). First, the verifier anchors the epoch

chain to a publicly agreed value: it fetches the latest checkpoint

(𝑡𝑐 , ℎ𝐸𝑡𝑐 ) from TLog𝐸 with 𝑡𝑐 ≤ 𝑠𝑡𝑎𝑟𝑡 , re-derives the chain to the

window predecessor, and confirms the query’s public input ℎ𝐸
0
de-

scends from it; since TLog𝐸 is append-only and public, the provider

2
Looking ahead, our prototype implementation runs the entire query engine inside

a zkVM to produce a proof of query correctness. Dynamic access checks, if naively

added, would also run in the VM or as a separate re-execution of the query with checks.

But this is avoidable with more engineering work.
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cannot show divergent histories to different verifiers. Second, for

each window epoch it checks the aggregation proof 𝜋𝑘 (Section 5.2),

binding the epoch’s committed state and per-source boundaries

(inTip𝑘 [𝑠], outTip𝑘 [𝑠]) to the source-claimed batch hashes. Third,

for every source it checks boundary continuity across consecu-

tive epochs (outTip𝑘 [𝑠] = inTip𝑘+1 [𝑠]) and matches the window’s

start/end boundaries against that source’s checkpoints in TLog𝑠 ,
anchoring the aggregated data to exactly the committed logs, no

omission, insertion, or reordering. Fourth, it verifies the query proof

𝜋 against its public input (ℎ𝐸
0
, {(ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
)}𝑛

𝑘=1
) and claimed output;

the in-circuit checks of Section 5.3 establish epoch contiguity, com-

mitment correctness, and correct query evaluation. Every link is

verified against public values, so no parties beyond the data sources

and a transparency-log operator need be trusted. Appendix B states

and sketches proofs of zk-Analytics’s end-to-end integrity and pri-

vacy guarantees, with their assumptions and limits.

6 Implementation
zk-Analytics comprises three components: a data-commitment com-

ponent in data sources, a set of distributed batch aggregators fed by

an Apache Kafka [13] dispatcher, and a zero-knowledge query en-

gine, together forming an end-to-end verifiable, privacy-preserving

analytics pipeline. It is implemented in 13K lines of Rust using the

RISC Zero zkVM [27], which instantiates zk-Analytics’s zk-SNARKs

by expressing the aggregation and query circuits as guest programs.

Log commitment. Each data source acts as a Kafka producer,

submitting logs in batches grouped by key. We use SHA-256 for log

commitment, as it runs efficiently in RISC Zero [87]. Each log entry

is a 15-byte key, a 32-bit value, and a 32-bit timestamp, 23 bytes

total; the key and value lengths are configurable per application.

A 15-byte key suffices for most real-world datasets: an IPv4 flow

identifier as a 5-tuple needs only 13 bytes. We partition committed

logs across aggregators by source ID in Kafka, so each source’s

chain lands on a single aggregator.

Batch aggregator and query engine. Aggregator hosts run Kafka
consumers that receive log batches from distributed sources, buffer-

ing raw log epochs and hash commitments in a local RocksDB

instance [8, 45]. Aggregated output epochs are persisted in Founda-

tionDB [4], the analytics provider’s internal key-value store from

which query engines fetch epoch data and proofs. Query engines

support multiple query types over aggregated epochs; our prototype

implements Count-Min sketch (3 rows × 1024 columns) estimates

and Top-𝐾 queries, histogram bucket counts and percentiles, and

per-key sum/average aggregations over hash tables.

7 Evaluation
We evaluate zk-Analytics on real-world and synthetic datasets. zk-

Analytics supports a broad range of cloud analytics queries with

end-to-end verifiable correctness at practical cost (§7.1); its dis-

tributed design targets the dominant bottleneck, batch aggregation,

achieving near-linear speedup as aggregator machines increase;

and offline query proof generation stays tractable at realistic scales

(§7.2). Across all workloads, aggregating 131K log entries with 8

aggregators completes proof generation within 1.5 hours for his-

togram and hash table aggregations and within 4 hours for Count-

Min Sketch, with both aggregation- and query-proof verification

under 100ms, and querying over 131K aggregated log entries com-

pletes in under 25 minutes across all aggregation data structures.

Experimental setup. Our prototype testbed is deployed on Cloud-

Lab [99] and consists of collectors, aggregators, and query engines.

We use machines equipped with Intel Xeon Gold 5512U processors

running at 2.1 GHz, with up to 56 cores, 128 GB of memory, and

800 GB NVMe SSDs, interconnected via 10 Gbps NICs. In our imple-

mentation, RISC Zero generates succinct receipts [7], whose proof

size and verification time are independent of the length of the guest

program execution. Publishing checkpoints involves posting one

hash per interval, orders of magnitude cheaper than the per-epoch

proving it accompanies, so we do not measure it separately; the

transparency-log service itself is external infrastructure outside

our scope. Our reported verification times separate the aggregation

proof verification and query proof verification.

Datasets. We generate synthetic traces with keys (time series)

drawn from either a Zipf distribution with skewness parameter

𝑠 = 1.2, where 𝑃 (𝑘) ∝ 𝑘−1.2, or a uniform distribution. For both

key distributions, we apply the same Zipf distribution to values

within each time series, while varying the number of distinct keys to

control workload scale. We also evaluate zk-Analytics on real-world

datasets, including CAIDA flow traces [2] collected from a backbone

link of a Tier-1 US ISP. We extract source IP and destination IP from

each packet as a key, and packet length as value, as each log, as well

as Google Cluster dataset v3 [55] (Google), where we use start_time

as time, average_usage.memory as memory_usage. We also use a

vehicle𝐶𝑂2 emission dataset measuring the emission of commercial

vehicles from 2015 to 2025 in Canada [79].

7.1 End-to-end Experiments
We evaluate zk-Analytics’s end-to-end performance on three real-

world datasets that capture diverse application domains and data

distributions. Figure 4 breaks down online and offline costs across

log commitment, aggregation- and query-proof generation, and

verification; Table 1 reports dataset characteristics and proof sizes.

Google cluster dataset. The Google cluster traces collect cloud
resource usage workloads with largely uniform key distributions as

machine IDs and fixed time-series collection interval. Each machine

reports memory usage metrics, resulting in evenly distributed per-

key logs. In our evaluation, we use 8,192 unique keys and 131,072

logs. Figure 4(a) shows that online log commitment incurs negli-

gible overhead (19ms), while offline aggregation proof generation

dominates end-to-end latency (90.8min). When querying the sum

of all memory-usage values to reveal aggregate memory demand,

query proof generation takes 524.6 s, while both aggregation and

query-proof verification incur sub-100 ms overhead.

Network traces. Network telemetry is characterized by highly

skewed key distributions, where a small fraction of flows accounts

for a disproportionate share of traffic [69]. We evaluate zk-Analytics

using CAIDA backbone traces, treating source and destination IP

addresses as keys and query the Top-10 total packet lengths per

key. The workload contains up to 100,000 distinct keys and 131,072

log records. As shown in Figure 4(b), aggregation proof generation

is more expensive than in the Google cluster workload, taking

227.5min offline, due to the more complex Count-Min (CM) Sketch
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Figure 4: End-to-end zk-Analytics performance on real-world datasets with 4 to 8 distributed aggregator nodes and 1 query
node: zk-Analytics finishes proof generation for aggregation and query within reasonable time, with small verification time.

Datasets/Metrics Google Cluster CAIDA Vehicle Emissions

Number of keys 8,192 100,000 9,727

Number of log entries 131,072 131,072 10,058

Key distributions Uniform Skewed Uniform

Total Aggregator Proof 2 MB 1.6 MB 962 KB

Query proof 225 KB 222 KB 222 KB

Public output (Agg. + Query) 15.8 KB 16 KB 11.8 KB

Table 1: Real-world datasets used for end-to-end evaluation and
proof sizes results: zk-Analytics introduces small verification over-
head from proof sizes.

computation logic. Query proof generation completes in 80.5 s,

while proof verification remains lightweight (tens of milliseconds).

Vehicle emission dataset. The vehicle emission dataset uses ve-

hicle attributes (e.g., manufacturer, model, fuel type) as keys and

𝐶𝑂2 emission values as measurements. Compared to the cloud and

network workloads, this dataset has 9,727 unique keys and a smaller

overall size (10,058 records). We issue histogram queries over 𝐶𝑂2

emissions grouped by vehicle manufacturer. Figure 4(c) shows that

aggregation proof generation completes in 28.7min, while query

proof generation takes 693.3 s, with small verification overhead.

Vanilla baseline. To isolate the cost of the analytics architecture

from that of zero-knowledge proving, we re-run zk-Analytics’s

pipeline with a vanilla (non-ZK) baseline for aggregation and query

computation (Table 2). It shows ZK proving dominates: ZK aggre-

gation is ∼106× slower than vanilla, and ZK query processing 10
4
–

10
5× slower, with peak memory per node growing from ∼33MB to

∼9.4GB (∼280×), driven by the prover, not the pipeline. The pipeline
itself adds only modest, ZK-independent overhead: RocksDB insert

and the subsequent read are identical across baselines; FDB writes

roughly double under ZK, which also persists the ∼225KB proof.

These overheads match prior measurements of general-purpose

zkVMs [51], and ZK-specific optimizations, e.g., custom circuits,

are orthogonal to our design and can further reduce proving cost

without changing the architecture.

Summary. Across all datasets, offline aggregation proof genera-

tion dominates end-to-end latency, while online costs and proof

verification overhead remain consistently low. Aggregation and

query proof sizes stay compact. These results demonstrate that

zk-Analytics enables feasible, end-to-end verifiable analytics over

Google Cluster CAIDA Vehicle Emissions
Metric Vanilla ZK Vanilla ZK Vanilla ZK

RocksDB insert (per epoch) 444ms 448ms 68ms

RocksDB read (per epoch) 2.9ms 1.8ms 0.3ms

FDB write (per epoch) 4.3ms 7.4ms 3.6ms 6.5ms 3.9ms 7.6ms

FDB read (per query) 18ms 18ms 3ms 3ms 3ms 3ms

Total Aggregation time (in parallel) 3.6ms 90.8min 5.3ms 227.5min 1.5ms 28.7min

Query time (per query) 18ms 524.6 s 3ms 80.5 s 3ms 693.3 s

Peak mem (per agg. node) 34MB 9.48GB 32MB 9.51GB 31MB 9.43GB

Peak mem (per query node) 33MB 9.44GB 29MB 9.42GB 29MB 9.44GB

Table 2: Vanilla baseline vs. zk-Analytics (ZK) on the end-to-end
setups (Figure 4): ZK aggregation is approximately 10

6× slower than
vanilla, while ZK query processing is 104–105× slower.

diverse moderate-size real-world workloads without significant

verification overhead on verifiers.

7.2 Microbenchmarks
Online log commitment.We benchmark the per-log cost of our

SHA-256-based online commitment library under batched ingestion

using a single thread. With batch size 1, the system can commit

log entries at 1.6 million log entries/second, and with batch of 8

log entries, the throughput of commitment is 6.7 million log en-

tries/second. As the batch size increases, the commitment through-

put increases with batch sizes due to amortization of per-batch

overheads of SHA-256 hash computation. Batching reduces commit-

ment bandwidth overhead by amortizing a single 32-byte SHA-256

commitment across multiple log entries. Regarding the effective

commitment bytes per log entry as a function of batch size, at batch

size of 1 log entry, each log entry carries a full 32-byte commit-

ment (139% overhead relative to a 23-byte log entry), whereas at

batch size of 8 log entries, the amortized commitment cost falls to

4 bytes/log entry (≈17% overhead).

Distributed batch aggregation. We evaluate the scalability of zk-

Analytics’s offline batch aggregation by varying aggregators from 1

to 8, with a commitment batch of 8 logs, an epoch of 16,384 logs, and

131,072 log entries across 4,096 distinct series. Figure 5 reports the

maximum aggregation time, verification time, memory usage, and

total proof size across aggregators, under three modes: hash table

of raw logs, histograms, and Count-Min (CM) sketches. Figure 5(a)

shows aggregation time decreases nearly linearly with the number
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Aggregation Type Metric/Number of Aggregators 1 2 4 8

Count-Min (CM)

Proof Size (KB) 2096.6 1956.6 1886.6 1851.6

Public Output Size (KB) 44.1 26.6 17.9 13.5

Peak Memory (GB) 9.27 9.35 9.35 9.34

Histogram

Proof Size (KB) 2064.6 1924.6 1854.6 1819.6

Public Output Size (KB) 40.1 22.6 13.9 9.5

Peak Memory (GB) 9.30 9.26 9.25 9.25

Hash table of Raw Logs

Proof Size (KB) 2064.6 1924.6 1854.6 1819.6

Public Output Size (KB) 40.1 22.6 13.9 9.5

Peak Memory (GB) 9.24 9.24 9.25 9.25

Table 3: Distributed total aggregator proof size, public output size,
and peak memory usage during runtime.
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Figure 5: Distributed offline batch aggregation performance:
Increasing the number of batch aggregation machines re-
duces proof generation time approximately linearly.

of aggregators, indicating effective parallelization; with 8 aggrega-

tors it drops more than 7× versus a single machine. CM sketches in-

cur the highest cost due to their more complex update logic (3 rows

× 1024 columns, with a top-100 heap), while histograms and raw

logs complete faster. Figure 5(b) shows aggregation proof verifica-

tion completes within hundreds of milliseconds and scales favorably

with more aggregators. Table 3 shows proof sizes stay compact (be-

low a few megabytes) and largely independent of aggregator count,

since the epoch partition is consistent across configurations. Total

public output shrinks with more aggregators: each epoch’s output

includes the hash-chain tips of its assigned sources, so spreading

sources across more aggregators reduces the tips maintained per

epoch. Peak memory per aggregator remains stable across configu-

rations and modes. Overall, zk-Analytics’s distributed aggregation

scales effectively while keeping proof sizes practical.

Single-machine batch aggregation. We benchmark batch ag-

gregation on a single machine using all 56 Rayon threads [71],

varying the distinct keys per epoch across three modes: Count-Min

(CM) sketches, histograms, and hash tables of raw logs. These suit

different epoch shapes: CM sketches for many distinct keys, his-

tograms and hash tables for fewer keys with longer series histories.

Figure 6 reports proof generation time, verification time, memory

usage, and proof size; the largest configuration processes up to

32,768 log entries per epoch, with larger epochs containing pro-

portionally more input data. Figure 6(a) shows proof generation

time scales roughly linearly with epoch size and aggregation com-

plexity, reaching ∼400min for CM sketches at 4,096 keys, while

histogram and raw-log aggregation finish within 180min at 256

keys. Verification time, proof size, and peak memory stay largely

constant (Figures 6(b–d)): verification completes in tens of millisec-

onds, proofs stay compact thanks to their succinctness [7], and
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Figure 6: Singlemachine batch aggregation performancewith
varying distinct series (Zipf distribution of keys) and epoch
sizes across three epoch types using all threads: Aggregation
proof generation time grows linearly with the number of
input log entries, with small, constant-size proofs per aggre-
gation type and constant-time verification.

memory stays around 9–10GB. Thus input size primarily drives

aggregation proof generation cost, while verification and resource

usage remain stable.

Query processing.We evaluate the offline query component on

synthetic datasets with 8,192 distinct keys for Count-Min Sketch

epochs and 1,024 keys for Histogram and Hash table epochs, each

epoch holding 8,192 logs, varying the queried epochs from 1 to 256.

Figure 7 reports global aggregation (sum over all selected epochs),

per-key sum, Top-𝐾 (hash table and Count-Min Sketch epochs),

single-key frequency estimation (Count-Min Sketch), and percentile

queries (Histogram). Figure 7(a) shows that proof generation time

grows with the number of queried epochs for all query types as the

input data grows. Complex queries (Top-𝐾 , percentile) cost more,

and Count-Min Sketch queries are generally slower than raw-log

and histogram queries at scale. Verification time stays stable at tens

of milliseconds across all settings (Figure 7(b)). Proof sizes remain

nearly constant across epoch counts and query types (Figure 7(c)),

while public output grows with the queried epochs (Figure 7(d)).

8 Related Work
Multi-Party Computation. Prior work has applied secure Multi-

Party Computation (MPC) to privacy-preserving analytics. Net-

Query [94] proposes using MPC and trusted hardware for cross-

domain network queries, where operators of different domains may

be mutually distrusting. Private analytics systems [38, 85] combine

MPC with client-side proofs to compute aggregate statistics over

user data without revealing individual inputs. These approaches

typically assume that multiple non-colluding parties aggregate data,

or that clients participate in relatively heavy-weight cryptographic

protocols. zk-Analytics targets a different security model, where

analytics are collected for one domain/platform, the aggregation
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Figure 7: Offline query performance with varying number
of epochs across three epoch types: Proof generation time
grows linearly with queried data size, with small proofs and
constant-time verification.

server can see raw data, and we have weaker security assumptions

for collusion/bad behavior from clients/servers.

Zero-Knowledge Databases. Zero-knowledge databases [65, 108]
enable verifiable SQL queries whose results are provably correct

without revealing the underlying records, but focus on proving

query execution over a pre-committed database state. zk-Analytics

instead addresses the broader analytics pipeline: continuous log

generation, commitment, aggregation, and query execution. [30]

verifies cloud SLAs via TEE-based monitoring, blockchain-backed

storage, and zero-knowledge proofs; zk-Analytics minimizes trusted

hardware, replaces blockchain storage with lightweight append-

only log commitments, and supports a broader class of verifiable an-

alytics over distributed telemetry. zkStream [97] verifies streaming-

operator execution and authenticates inputs with per-message sig-

natures, whereas zk-Analytics targets end-to-end verifiability across

the telemetry pipeline.

Differential Privacy.Differential privacy (DP) and zero-knowledge
proofs are complementary techniques. DP provides statistical pri-

vacy guarantees by adding calibrated noise to query results under

a fixed privacy budget [46, 47], whereas zk-SNARKs cryptographi-

cally guarantee correct computation. While zk-SNARKs hide raw

logs and intermediate analytics state from verifiers, they do not pre-

vent information leakage through query outputs themselves. Prior

work has explored combining DP with zk-SNARKs to provide both

privacy and verifiability [25, 49, 78]. zk-Analytics is complemen-

tary to these approaches and could incorporate DP mechanisms to

provide stronger output-privacy guarantees.

End-user-driven measurement. Another line of work proposes

that verifiers participate as end users to independently collect logs

and perform analytics, using techniques such as active probing

(e.g., Ookla Speedtest [81]) or synthetic traffic replay to measure

end-to-end performance, rather than relying on centralized ana-

lytics providers. While these approaches reduce dependence on

self-reported measurements from analytics providers, they suffer

from several limitations. Probe workloads may not accurately re-

flect real application behavior [18]; moreover, probing traffic can

be treated preferentially by the infrastructure (e.g., ISPs), leading to

biased or misleading results [1]. Finally, end-user-driven measure-

ments provide only a partial view, as they cannot capture analytics

over the full set of workloads traversing the analytics provider.

Streaming sketches and approximate analytics. Streaming

sketches provide compact summaries for high-volume data streams,

enabling approximate frequency estimation [31, 37], heavy-hitter

detection [20, 31], cardinality estimation [48], and quantile/distri-

bution queries with bounded memory [62, 70]. A rich line of work

has developed sketches for network and systems analytics, includ-

ing universal monitoring with UnivMon [67], robust high-speed

software sketching with NitroSketch [66], partial-key query sup-

port with CocoSketch [109], programmable switch sketch libraries

with SketchLib [77], and distributed sketch execution with OctoS-

ketch [107]. These systems show that sketch-based analytics can

provide accurate, resource-efficient analytics across various dis-

tributed network settings [9]. zk-Analytics is complementary to

this line of work: it does not introduce new sketch algorithms, but

can make sketch construction and query execution verifiable by

proving that the published sketch state was correctly derived from

committed logs.

9 Conclusions
We present zk-Analytics, a verifiable cloud analytics framework that

enables cryptographically verifiable analytics without disclosing

raw data or provider infrastructure. zk-Analytics combines light-

weight append-only log commitments with zero-knowledge proofs

to attest to the correctness of aggregation and query execution over

authentic telemetry. By decoupling online log commitment from

offline distributed aggregation and query verification, zk-Analytics

achieves scalable verification with feasible overheads, demonstrat-

ing that general verifiable, privacy-preserving analytics is within

our reach for real-world cloud workloads.

Ethics: This work does not raise any ethical issues.
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Appendices are supporting material that has not been peer-

reviewed.

A Deferred Definitions

Definition A.1. A zk-SNARK (zero-knowledge Succinct Non-

interactive ARgument of Knowledge) for a relation R = (𝑥,𝑤) is a
triple of probabilistic polynomial time algorithms (Setup, Prove,Verify)
where:

• Setup(1𝜆) → pp, where pp are public parameters for the

scheme.

• Prove(pp, 𝑥,𝑤) → 𝜋 , where𝜋 is a proof showing that (𝑥,𝑤) ∈
R.
• Verify(pp, 𝑥, 𝜋) → {0, 1}, where 1 means that 𝜋 is a valid

proof with public values 𝑥 , and 0 means 𝜋 is invalid.

A zk-SNARK must be complete, knowledge-sound and zero-

knowledge. Additionally, it must be non-interactive and succinct.

We now define these properties, largely following the definitions

from [42]. These definitions use standard cryptographic notation.

• Completeness: if (𝑥,𝑤) ∈ R, then verifying a proof 𝜋 based

on (𝑥,𝑤) should succeed. In other words, for all 𝜆 ∈ N and

(𝑥,𝑤) ∈ R:

Pr

[
Verify(pp, 𝑥, 𝜋) = 1 :

pp
$← Setup(1𝜆)

𝜋 ← Prove(pp, 𝑥,𝑤)

]
= 1

• Knowledge Soundness: if an adversary can produce a valid

proof for some 𝑥 , then there should be a polynomial time

extractor that can compute a witness𝑤 such that (𝑥,𝑤) ∈ R.
That is, the proof system Π has knowledge error 𝜖 ∈ [0, 1]
if for every probabilistic polynomial time (p.p.t.) adversary

A = (A0,A1) there exists a probabilistic polynomial time

extractor E such that:

Pr

 (𝑥,𝑤) ∈ R :

pp
$← Setup(1𝜆)

(𝑥, state) $← A0 (pp)
𝑤

$← EA1 (state) (pp, 𝑥)

 ≥
Pr

 Verify(pp, 𝑥, 𝜋) = 1 :

pp
$← Setup(1𝜆)

(𝑥, state) $← A0 (pp)
𝜋

$← A1 (state)

 − 𝜖
• Zero-Knowledge: We state the definition in the random

oracle model where all the algorithms are oracle machines

that can query an oracle 𝐻 : X → Y for some finite sets

X and Y. A zk-SNARK is zero knowledge if there is a p.p.t.

simulator Π.S such that for all (𝑥,𝑤) ∈ R and all 𝑝.𝑝.𝑡 .

adversaries A, the following function is negligible

Adv𝑧𝑘A,Π (𝜆) :=
�����Pr

[
A𝐻

(
pp, 𝑥,Prove𝐻 (pp, 𝑥,𝑤)

)
= 1

]
−

Pr

[
A𝐻 [ℎ] (pp, 𝑥, 𝜋)) = 1

] �����
where pp

$← Setup(1𝜆) and (𝜋,ℎ) $← Π.S(pp, 𝑥). Here ℎ
is a partial function ℎ : X → Y output by Π.S, and 𝐻 [ℎ]
refers to the oracle 𝐻 : X → Y modified by entries in ℎ.

That is, we allow Π.S to program the oracle 𝐻 .

• Non-interactive: the proof is non-interactive, and a proof

created by the prover can be checked by any verifier.

• Succinct: the proof size and verifier runtime are 𝑜 ( |𝑤 |). The
verifier can run in linear time in |𝑥 |.

Definition A.2. A commitment scheme Comm is a collection of

algorithms (Comm,Open) where:
• Comm(𝑥, 𝑟 ) → 𝑐 gives a commitment 𝑐 to 𝑥 with blind 𝑟 .

• Open(𝑐, 𝑥, 𝑟 ) → {0, 1} returns a bit, indicating whether 𝑐 is
a valid commitment to 𝑥 with blind 𝑟 .

B Security Analysis
We state zk-Analytics’s guarantees and their limits.

Assumptions. (A1) each data source honestly produces log en-

tries (𝑡𝑠, key, value), commits to them per Alg. 1, and periodically

publishes its hash-chain checkpoints to a public append-only trans-

parency log TLog𝑠 . (A2) CommitHash is collision-resistant and

preimage resistant. (A3) the zk-SNARK is complete, knowledge-

sound, and zero-knowledge (Def. A.1), with public parameters

pp produced by an honest (or transparent) setup. (A4) Commit
is binding and hiding (Def. A.2), and each epoch commitment

𝑐𝐸
𝑘
= Commit(state𝑘 ; 𝑟𝑘 ) uses fresh randomness 𝑟𝑘 . (A5) the trans-

parency logs TLog𝐸 and {TLog𝑠 } are append-only, publicly readable,
and non-equivocating, so every party observes a single consistent

view; the set S of sources contributing in 𝑊 is determined by

{TLog𝑠 }, and the window endpoints align with published check-

points. (A6)AggregateFunc andMerge are deterministic and output

correct statistics over aggregated data.

Attested Statements. Fix an allowed query 𝑞 over window𝑊 , re-

label its epochs 𝑘 = 1, . . . , 𝑛, and let S be the contributing sources,

and write buf𝑘 for the epoch𝑘 buffer buf of Alg. 2. Each aggregation
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proof 𝜋𝑘 (Alg. 2), on public input (ℎ𝐸
𝑘−1, {inTip𝑘 [𝑠]}𝑠∈S) and out-

put (ℎ𝐸
𝑘
, 𝑐𝐸

𝑘
, {outTip𝑘 [𝑠]}𝑠∈S), attests that: (a) for each 𝑠 , applying

CommitHash as part of a hash chain over 𝑠’s batches from inTip𝑘 [𝑠]
reproduces every claimed batch hash and yields outTip𝑘 [𝑠]; (b)
state𝑘 = AggregateFunc(buf𝑘 ); (c) 𝑐𝐸𝑘 = Commit(state𝑘 ; 𝑟𝑘 ); and
(d) ℎ𝐸

𝑘
= CommitHash(TAG_EPOCH ∥ ℎ𝐸

𝑘−1 ∥ 𝑐
𝐸
𝑘
). The query proof

𝜋 (Alg. 3), on public input (ℎ𝐸
0
, {(ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
)}𝑛

𝑘=1
) and output (ℎ𝐸

start
, ℎ𝐸

end
,

res), attests that: (1) each 𝑐𝐸
𝑘
opens to state𝑘 ; (2) the ℎ

𝐸
𝑘
form a valid

chain from ℎ𝐸
0
; and (3) res = 𝑞(Merge({state𝑘 }𝑛𝑘=1)).

Acceptance Conditions. The verifier (Alg. 4) accepts iff: (V1) 𝜋
and every 𝜋𝑘 verify; (V2) the {(ℎ𝐸

𝑘
, 𝑐𝐸

𝑘
)} used by 𝜋 equal those in

the per-epoch outputs {out𝑘 }; (V3) outTip𝑘 [𝑠] = inTip𝑘+1 [𝑠] for
all 𝑠 and consecutive 𝑘 ; and (V4) inTip

1
[𝑠] and outTip𝑛 [𝑠] match

𝑠’s checkpoints in TLog𝑠 for every contributing 𝑠 ∈ S, with ℎ𝐸
0

descending from a published checkpoint in TLog𝐸 .
Limitations.We define correctness relative to an honest compu-

tation: the guarantee is that the per-epoch summary states and

their merge are bit-for-bit identical to those an honest party com-

putes over the same committed logs. Whether the resulting answer

matches the true statistic over the raw entries exactly (additive

statistics, e.g., count, sum, min, max) or only up to the summary’s

stated error bound (approximate summaries, e.g., exponential his-

tograms, Count-Min sketches) is a property of the chosen structure,

independent of zk-Analytics. This theorem also has all the limita-

tions discussed in Section 2.1.

Theorem B.1 (End-to-end integrity). Under (A1)–(A6), for
any allowed 𝑞 over 𝑊 , if the verifier accepts per (V1)–(V4) then,
except with probability negligible in 𝜆, the aggregation data struc-
ture Merge({state𝑘 }𝑛𝑘=1) is identical to the one an honest party com-
putes over the unique, complete, correctly ordered log entries that
each contributing source 𝑠 ∈ S committed within 𝑊 (complete-
ness holding at checkpoint granularity), and the public output res =
𝑞(Merge({state𝑘 }𝑛𝑘=1)) is its faithful evaluation. By (A6), this an-
swer matches the true statistic over those entries exactly when exactly
collecting log entries, and up to the summary’s stated error bound
for approximate summaries. In particular, a malicious P.P.T. provider
(prover) cannot (i) alter, drop, reorder, or inject committed entries of
a contributing source, (ii) substitute aggregation state inconsistent
with those logs, or (iii) report res′ ≠ 𝑞(Merge(·)), without breaking
knowledge-soundness, binding, or collision-resistance of the underly-
ing cryptographic primitives.

Proof sketch. We show that an accepting transcript with an

incorrect res would break one of the assumed primitives, an event

with probability negligible in 𝜆; correctness rests on four facts. First,
each epoch state is honestly aggregated: by knowledge soundness

(A3), from each accepting 𝜋𝑘 we extract a witness (buf𝑘 , 𝑟𝑘 ) satis-
fying (a)–(d), so its batches recompute 𝑠’s chain from inTip𝑘 [𝑠] to
outTip𝑘 [𝑠] and 𝑐𝐸𝑘 binds to state𝑘 . Second, the query uses exactly

those states: by (V2) the (ℎ𝐸
𝑘
, 𝑐𝐸

𝑘
) used by 𝜋 are the per-epoch out-

puts, and extracting from 𝜋 yields (state′
𝑘
, 𝑟 ′

𝑘
) opening the same

𝑐𝐸
𝑘
, which commitment binding (A4) forces to equal state𝑘 ; hence

the merged data structure is byte-identical to an honest party’s

and ans = 𝑞(Merge(·)) is its faithful evaluation, matching the true

statistic exactly for queries over exact logs and within the sum-

mary’s stated error bound otherwise (A6). Third, the window is

complete and non-equivocating: (V3) makes the per-source bound-

aries contiguous across𝑊 , (V4) pins the endpoints to the sources’

checkpoints in {TLog𝑠 } at granularity 𝑃 , and by (A5) the contribut-

ing set S and the epoch history are fixed by the public logs, so the

provider can neither omit a contributing source nor present diver-

gent histories. Finally, tampering is caught: by collision-resistance

(A2), any altered, missing, reordered, or injected batch changes a

recomputed hash-chain link and fails an aggregation assert or an

endpoint match. Combining these, an accepting transcript with

incorrect res implies a hash collision (A2), a break of knowledge-

soundness (A3) or binding (A4), each of which have probability

negligible in 𝜆, so acceptance implies res is correct except with
negligible probability. □

Theorem B.2 (Privacy). Under zero-knowledge (A3) and hiding
(A4), the proofs 𝜋, {𝜋𝑘 } reveal nothing to verifiers about raw log
entries or intermediate aggregation state beyond the public values
the protocol declares: the result res, the hiding commitments {𝑐𝐸

𝑘
}, the

epoch tips {ℎ𝐸
𝑘
}, and the per-source boundaries {inTip𝑘 [𝑠], outTip𝑘 [𝑠]}.

(§2.1).

Limitations. Concretely, zk-Analytics provides content privacy
for individual log values and keys; it does not hide the structural

metadata these boundaries expose, namely the per-source, per-

epoch batch counts, the set S of contributing source identifiers,

and the number of epochs 𝑛. These identifiers are the system-level

source ids 𝑠 , not the sources’ real-world identities, which can be

made pseudonymous independently of zk-Analytics. Privacy holds

against verifiers only: the provider already holds the raw logs and

intermediate state in plaintext, so it is trusted for confidentiality
(logs do not have to be hidden from them) but remains untrusted

for integrity (the system must enforce honest computation from

the provider).

Proof sketch. Aggregation and query run inside zk-SNARKs

that take the raw logs and intermediate state as private witness

data and expose only the statements as public input/output; we

show a verifier’s entire view is simulatable from the declared public

values. First, the proofs leak nothing about their witnesses: through
a hybrid over the 𝑛+1 proofs {𝜋𝑘 }𝑛𝑘=1 and 𝜋 , zero-knowledge (A3)
lets us replace each real proof with the simulator Π.S run on

its public values alone, bounding the distinguishing advantage

by a negligible value. Second, the commitments hide the epoch

states: each 𝑐𝐸
𝑘
= Commit(state𝑘 ; 𝑟𝑘 ) uses fresh 𝑟𝑘 , so by hiding

(A4) it is computationally indistinguishable from a commitment

to a fixed dummy value, and substituting all 𝑐𝐸
𝑘
this way reveals

nothing about state𝑘 . Third, the epoch tips add nothing: each ℎ𝐸
𝑘
=

CommitHash(TAG_EPOCH ∥ ℎ𝐸
𝑘−1 ∥ 𝑐

𝐸
𝑘
) is a deterministic function

of public values and the hiding 𝑐𝐸
𝑘
, hence leaks no more than the

𝑐𝐸
𝑘
already do. Finally, the per-source boundaries and source check-

points are outputs ofCommitHash on committed batch prefixes; by

the preimage resistance of CommitHash (A2), they are infeasible to

invert and disclose only the stated structural metadata, but nothing

about the hashed entry values or keys. Thus the entire view can be

simulated from the declared public values, with no dependence on

raw logs or intermediate state. □
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